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OXIQA

OXIQA is the leading Cyber Security solutions provider
in the Maldives, focusing on bringing innovation to
enable secure digital transformation & agile software
development.

With a decade of expertise and experience in software
architecture designing and implementation, we work
with our clients through supporting their digital
journey. As a company, who believes in learning and
evolving, we work towards improving and building an
innovative ecosystem that would be providing
enterprise solutions to the clients.

We are passionate about what
we do and strive to produce
the best solution.
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Ox, the animal that can pull heavier loads, last longer and is
steadier than any other domesticated animals. The quality
needed for any technological solutions to sustain itself in
the market and get customer retention.

Intelligence. The ability to acquire and apply knowledge &
skills. This factors into the growing need for business
Intelligence, artificial intelligence and machine learning to
be embedded into any solution or service provided for
clients for market penetration and business sustainability.

Automation and Al redefines our products and services, by
helping businesses to solve issues across from simple
business operation process to highly sophisticated
products customised for specific needs.
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Our
Approach

We work towards empowering our
clients with agile solutions using
artificial and business intelligence and
provide unprecedented levels of
performance and customer delight to
our clients. We are constantly evolving
and learning to deliver innovative
solutions to our clients through
evidence based decision making
process using big data analytics for
optimal cost efficiency.

We ensure that the products we make,
the actions we undertake are as
challenging as it can be, so that our
solutions and services would be
improved, efficient, effective, evolved
and optimised to the needs of our
clients. Every partnership that we built
is around creating a space for clients,
customers and society to benefit and
deliver better results.
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Our
Manifesto

Over the years we've thought a lot
about how we balance being good
humans with doing good work and
running a good business.

Innovation

We live to discover the unknown and try out
every new technology. Whether it’s for us or
for a client project, we thrive when we can
combine our experience with a novelty to
make a significant difference.

Never stop learning

Technology moves fast. Design moves on. So
it's important to keep learning. We invest
hundreds of hours each month into internal
and external education sessions as we believe
this is the best way for all of us to advance.

Make great work

We learn and teach each other all kinds of
skills and processes every day. We're obsessive
about quality of work, products, and our
people.

See the bigger picture

With each project, we get a new perspective
and a chance to be creative in overcoming
obstacles. Our team has been growing each
year, and lead teams with 5 or even more
people.

Foster creativity

We are free to pursue our passion, to
experiment, to fail and to learn from it. This
kind of mindset supports employee initiatives
on which many of our services and
departments have been set-up.
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Core Team

Ismail Kaleem Mohamed Isaan Hussain Jinan
Managing Director Chief Technology Officer Chief Operations Officer

Mohamed Shareef Hassan Junaid Hassan Zayan Azzam
Director of Government & Director of Sales & Director of Cyber Defence
International Relations Marketing Incident Response & Blue Team
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Who we are

Ismail Kaleem

Managing Director

Kaleem is a globally recognized cybersecurity researcher acclaimed by Fortune 500
companies like Facebook, Microsoft, and LinkedIn for identifying critical
vulnerabilities. Celebrated in the Maldives for enhancing national cybersecurity laws,
his expertise spans Cyber Offense, including red teaming and ethical hacking,
significantly securing telecommunications, government systems, and banking apps.
Additionally, Kaleem contributes to Cyber Defense, improving security frameworks
and raising cybersecurity awareness through education and consultancy, aiming for a
safer digital world.

Mohamed Isaan
Chief Technology Officer

Isaan, with an MSc in IT and over 9 years as a full stack developer and DevOps expert,
leads the technical team in crafting the company's tech strategy, emphasizing secure
and efficient software development. His commitment to continuous learning and
innovation is highlighted through his active participation in workshops and conferences.
Notably, at the National Center for Information Technology in the Maldives, Isaan played
a pivotal role in digital transformations like the E-Council project, which revolutionized
public service efficiency through technology integration.

Hussain Jinan
Chief Operations Officer

Jinan has over 13 years experience in the field of sustainable development as well as
the development of SME's. He brings immense experience in multi-sectorial
backgrounds such as tourism, women empowerment, policy and strategic formulation
and startups. He has been instrumental in implementing many SME development
programmes in the Maldives, having worked closely with high profile clients from
government as well as the corporate sector.
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Mohamed Shareef

Director of Government & International Relations

Mohamed Shareef, as the former Minister of State, was instrumental in leading Maldives'
Digital Development Plan 2021-2023, focusing on creating a comprehensive digital
identity platform and setting up pivotal cybersecurity and data protection frameworks.
His tenure marked significant strides in the nation's digital transformation. Now the
Director of Government and International Relations at OXIQA, his previous governmental
role underscored his expertise in ICT policy and infrastructure development. A University
of Birmingham, UK, MEng graduate, Shareef's career reflects a deep commitment to
advancing digital governance and inclusivity.

Hassan Junaid
Director of Sales & Marketing

Junaid, with a decade in consumer sales, specializes in customer services and channel
sales, notably leading the launch of 4G and FTTH services at Dhiraagu. He founded the
consumer sales team there, showcasing his leadership and strategic planning skills.
Diversifying into digital marketing, he served as a consultant for Maldives.com,
enhancing its online presence through social media campaigns. At OXIQA, Junaid
continues to impact, notably with the success of MsgOwl, blending traditional and
digital marketing strategies.

Hassan Zayan Azzam

Director of Cyber Defence, Incident Response, & Blue Team

Hassan Zayan Azzam, top graduate in Cyber Security from Staffordshire University, UK, is a
leading professional in cyber security with over 5 years of experience. Currently directing the
Cyber Defence Incident Response & Blue Team at OXIQA, Hassan is central to advancing
security operations and developing defence strategies since 2023. Previously, as a Security
Operation Centre Engineer for the Government of Maldives (2022-2023), he drafted the
National Cyber Security Act and contributed to the National Cyber Security Agency's
establishment, focusing on strategic cybersecurity planning and submarine cable protection.
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Our Cyber Security Clientele
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Cyber Security

Service
Portfolio

VAPT Services

VAPT involves a comprehensive evaluation of
your IT infrastructure to identify and analyze
potential vulnerabilities. Penetration testing
simulates real-world attacks to test the
effectiveness of security measures, ensuring
robust defense against cyber

Security Policy Auditing
& Authoring

This service entails a thorough review of your
existing security policies, identifying gaps and
inefficiencies. We also assist in the
development and authoring of comprehensive
security policies tailored to your organization’s
specific needs and compliance requirements.
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Cloud Security Audit &
Compliance Testing

This service provides comprehensive auditing
of your cloud infrastructure to ensure that it
adheres to best security practices and
complies with relevant industry standards and
regulations. We assess the security posture of
your cloud environment, identify potential
vulnerabilities, and provide actionable
recommendations to mitigate risks. This
service is essential for maintaining the
integrity and compliance of your cloud
operations.

Source Code Auditing

Our source code auditing service rigorously
examines your software code to identify
security vulnerabilities, coding errors, and
compliance issues, ensuring the security and
integrity of your applications.

Network Architecture Design

Our network architecture design service
involves the development of a secure,
scalable, and efficient network infrastructure
tailored to your specific business needs and
operational requirements.

Digital Forensics &
Incident Response

Our team of experts specializes in
investigating cyber incidents, uncovering the
root cause, and providing swift response
measures. We also offer digital forensics
services to analyze and preserve digital
evidence for legal and compliance purposes.

WAF Solution Engineering

Our WAF Solution Engineering service involves
the design, implementation, and management
of Web Application Firewalls to protect your
web applications from a variety of threats. This
service includes custom configuration to suit
your specific application landscape, ensuring
robust protection against SQL injection, cross-
site scripting, and other web-based attacks
while maintaining optimal application
performance.

Cyber Security Operations
Center (Coming Soon)

This service will offer round-the-clock
monitoring and management of your IT
environment, utilizing a state-of-the-art
Security Operations Centre to proactively
detect and respond to threats.
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Security Architecture Design

We provide bespoke security architecture
design services, creating robust security
frameworks that align with your business
objectives and technological environment,
ensuring resilience against evolving cyber
threats.

APT Simulation &
Red Teaming Services

Advanced Persistent Threat (APT) simulation
and red teaming involve simulated cyber
attacks to test and improve your organization’s
defenses against sophisticated and prolonged
threats.

Information Security
Management System

Our service assists organizations in achieving
and maintaining ISO 27001 compliance,
encompassing the establishment,
implementation, maintenance, and continuous
improvement of an Information Security
Management System (ISMS).
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Managed Security Services

As a Managed Security Service Provider, we
offer comprehensive security solutions,
including continuous monitoring, threat
intelligence, incident response, and security
advisories, to protect your organization from
cyber

Firewall Auditing

A critical service that involves a thorough
examination of your firewall configurations and
policies. We evaluate the effectiveness of your
firewall rules and settings, identify
misconfigurations and unused or outdated
rules, and provide insights for optimization.
This service ensures that your firewalls are
configured for maximum security and
efficiency, safeguarding your network against
unauthorized access and various cyber
threats.

IT Consulting

Our IT consulting services focus on identifying
the root causes of IT issues and providing
effective remediation strategies. We offer
expert guidance to enhance your IT
infrastructure's performance and security.

Cyber Security Training

We offer comprehensive cybersecurity training
programs designed to enhance the security
awareness and skills of your workforce,
covering a wide range of topics from basic
cyber hygiene to advanced security protocols.

Managed XDR Services

We offer advanced threat detection, analysis,
and response services. Utilizing cutting-edge
technologies, our XDR solutions provide a
holistic approach to security, extending
beyond traditional endpoint detection.
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Our UX Clientele
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Maldives Inland
Revenue Authority

Website & Mobile Application

MIRA revolutionized the way citizens ey o . 2 Check gy i
interact with their nation's tax system ] ’
through a comprehensive website and
mobile application. Designed with the user
in mind, MIRA simplifies tax filing,
payments, and inquiries with its intuitive
interface and seamless navigation. The
platform integrates cutting-edge security
features to protect sensitive information,
offering real-time updates on tax laws and
personalized tax-saving suggestions. By
digitizing the tax process, MIRA has
significantly reduced wait times, improved
compliance rates, and fostered a more
transparent relationship between the tax
authority and the public.
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Solarelle

2
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MD Muhammad

Solarelle is an innovative internal portal X
Current Worksite

developed for a leading insurance company,

designed to streamline operations and enhance

employee engagement. This portal serves as a EXpOt Insu rance
one-stop solution for employees, offering access

to a wide range of tools and resources, including WPO0000001 LA25492.
claims processing, customer relationship Active Policies

management, and internal communications. With * 20
its advanced analytics feature, Solarelle enables

managers to track performance metrics and

identify trends, facilitating informed decision-

making. The platform’s intuitive design and

personalized user experience have significantly

boosted productivity and collaboration within

the company.

[ Renew Policy ] [ View Poli
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Capricer
Corporate Website

Capricer’s corporate website stands as a beacon

A SMALL ECOSPHERE DEDICATED TO of brand identity and prf)f(-*t-ssic.malism. Designed
MEETING THE REQUIREMENTS OF A e e e e
GROWING CONSUMER DEMAND FOR

C aprlc er and innovation. It offers visitors a comprehensive

u

insight into the company’s services,
achievements, and core values through
— immersive content and interactive features. The
FROM THE FARM TO YOUR TABLE . . .
website also includes an advanced portfolio
gallery, showcasing Capricer’s projects and
collaborations, which serves to attract potential

clients and partners by highlighting the
company’s expertise and success stories.

LOCAL PRODUCE
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FJS

Corporate Website

FJS's corporate website is a testament to the
company's forward-thinking approach and
industry leadership. With a clean, modern design,
the website offers a user-friendly experience,
guiding visitors through the company’s history,
services, and vision for the future. Interactive
elements, such as video testimonials and
detailed case studies, provide a deeper
understanding of FJS’s impact and capabilities.
The website also features a dynamic news
section, keeping stakeholders informed about
the latest developments, achievements, and
insights from the company.

4 BROADWHITE

Get your In-depth Feasibility

studies done

© 2024 OXIQA Pvt Ltd. All rights reserved.

111 FJ S Home Saervices Industnes

Marvinar of i Nexia

Climate Change,
Environment & Sustair
Development

Maldives, and the world at large, is having to care for the environment mc
understand this and believe In doing so very firmly. Maldives is at the fren
enviranment meets develapment. With this as our driving force, as our im
heartfelt support to our clients to keep developing while they ensure they
enviranment much maore, That they are delivering products and services t
time 50 that their businesses set new standards in supporting the fragile ¢
thrive. Our experts are pushing these boundaries through provision of ex
praviding our clients with palicy interventions and advocacy on best prac

44 BROADWHITE

WHO WE ARE

9] what we do

<11FJS

Member of G Meis

Heading towards

the 7uture.

Consulting, Tax, Assurance.

Striving for excellence and in

Broadwhite is mainly formed to provide management se

consultancy to the clients on complex and day to day busi
including but not limited to project management, arrange
and negotiation with client, further to this provide brokerag
clients and engaged in bringing together sellers and buye!

Industries Insights Carear

Broadwhite
Corporate Website

Embodies the company's innovative spirit and
commitment to quality. The site's minimalist
design, complemented by high-resolution
imagery and engaging content, provides an
immersive experience for visitors. It effectively
communicates Broadwhite's mission, showcases
its diverse product range, and highlights its
dedication to sustainability and community
involvement. Optimized for all devices, ensuring
a seamless experience for users on the go, and
includes interactive contact forms and live chat
support, making it easier for clients and partners
to connect with the company.
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Big-Small Storage

Corporate Website

A vibrant and user-friendly platform designed to
cater to both individual and business storage
needs. It stands out with its dynamic space
calculator, which helps users determine the ideal
storage unit size based on their items, and a
straightforward booking system for instant
reservations. The website features a clean,
navigation-friendly interface, showcasing various
storage solutions, from personal lockers to large-
scale warehousing. Through engaging testimonials
and interactive tours, Big-Small Storage builds
trust with potential clients, emphasizing their
security features, flexible terms, and accessible
customer service, making storage solutions
hassle-free and reliable.

@ Maldives

Book stunning places and
experiences in the Maldives

Promotions

EEERES N TRl O N
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BIG SMALL
STORAGE

Your private storage
in our secure warehouse

WO PT i

Only pay for the space
you need

Maldives.com
Hospitality and Booking Engine

Maldives.com is the ultimate online destination for
planning and booking a dream Maldivian getaway.
This comprehensive platform combines
breathtaking imagery with user-friendly design,
inviting visitors to explore the islands' luxurious
resorts, overwater bungalows, and unique
experiences. The site's powerful booking engine
offers customized search filters, including by island,
resort type, and activity, ensuring a personalized
vacation planning experience. With exclusive deals,
real-time availability, and a wealth of travel tips and
cultural insights, Maldives.com makes holiday
booking seamless and exciting, promising an
unforgettable journey to the heart of the Maldives.
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Reset with Umana
Website

Reset with Umana offers a sanctuary online for
those seeking to rejuvenate their mind, body, and
spirit. The website serves as a portal to wellness,
featuring a serene design that echoes the
tranquility of its retreats. Visitors can explore a
variety of programs, including mindfulness
meditation, yoga workshops, and nutritional
guidance, each designed to foster wellbeing and
personal growth. The site includes immersive
video content, client testimonials, and detailed
facilitator profiles, providing a comprehensive view
of the Reset experience. With easy navigation and
interactive booking options, Reset with Umana
invites users to embark on a journey of self-
discovery and renewal.

3¢ MTDC «  ShamHolderfrofile  ShareDetls  Dhadent Detals

Hi, Tbrahim Yusuf

Nien 1o see yous here again
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March 3rd, 2022 - March 6th, 2022
Lets start the journey to
your well being.

SPACES ARE LIMITED, TAKE THE LEAP OF FAITH...

Applications Closes on the 30th of Jonuary 2022

APPLY NOW

Activities Include

«» Transformational workshops focusing on finding balance in your
mind, body and soul, releasing the un-necessary and building

Peeney Registratiun ﬁ

Shareholder Profile

Full Name af Sharehnider
10 Card Numiber

Fresent Addross

Data of Birth

£mall Addrans

Permanent Address

Contact Mumbar

T A

HOME MEET ~ WEDO ~

MTDC

Shareholder Portal

A sophisticated platform designed to enhance
investor relations and corporate transparency. This
secure, interactive site provides shareholders with
immediate access to financial reports, stock
performance data, and corporate news updates.
Featuring a dashboard customized to individual
shareholder profiles, the portal offers insights into
dividend history, voting rights, and upcoming
shareholder meetings. With tools for direct
communication with the corporate team and options
for electronic voting on resolutions, the portal fosters
a strong, informed, and engaged investor community,
underscoring the company's commitment to
accountability and shareholder value.
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Products

Message Owl

A secure SMS Messaging Console

Message Owl is your all-in-one solution for efficient
and effective bulk SMS communication. Our platform
empowers businesses, organizations, and individuals
to seamlessly reach their target audience with
personalized messages, swiftly and securely.

With Message Owl, you can effortlessly create and
send bulk SMS campaigns tailored to your specific
needs. Whether you're promoting a new product,
sending out important announcements, or engaging
with your customers, our user-friendly interface
makes the process simple and intuitive.

f
ADK(H animl M'WM\
e
T Zko

and more
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M Dashboard

+\ Insights

as Accounts
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", SMs

Next Generation

Messaging M essage a2 Packages
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Console

[ X X J @ Message Owl - SMS Commur| X
€ - C 3 & msgowlcom =

Enhance
your marketing!

Message
owl
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BlitzOMS

Precisely tailored CRM built for travel industry

BlitzOMS is the ultimate CRM platform designed
exclusively for the travel industry. With customizable
features tailored to meet the unique needs of travel
agencies, tour operators, and hospitality providers,
BlitzOMS streamlines operations and enhances
customer relationships.

Key Features:

1. Customization: Tailor BlitzOMS to fit your business
processes perfectly, with customizable fields,
workflows, and reporting.

2. Client Management: Centralized client information
for personalized service, from booking management
to preferences and engagement history.

3. Task Management: Assign, attach files, comment
easily on tasks with a few clicks.

4. Integrated Communication: Stay connected with
clients and team through email, SMS, and social
media, keeping them informed at every stage.

5. Analytics and Reporting: Harness data-driven
insights to make informed decisions and drive
strategic growth.

6. Security and Compliance: Advanced security
measures to protect sensitive client data and ensure
compliance with industry regulations.

© 2024 OXIQA Pvt Ltd. All rights reserved.

Daily
Summary

Cases

Inquiries

Tasks
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OAuthGen

A universal authentication & authorization platform
for web and mobile applications.

OAuthGen is the definitive solution for seamless
authentication and authorization across both web and
mobile applications. This innovative platform provides
businesses with a robust framework to effortlessly
manage user access, ensuring security and compliance
while enhancing user experience.

Key Features:

1. Universal Compatibility: OAuthGen supports both
web and mobile applications, offering a unified
solution for authentication and authorization across
platforms.

2. Secure Authentication: Protect user accounts with
industry-standard authentication protocols,
including OAuth 2.0, ensuring secure access to
applications.

3. Flexible Authorization: Define fine-grained access
control policies to regulate user permissions and
resource access, empowering businesses to
customize authorization rules according to their
specific requirements.

4. Self-hosted White Label: Businesses can host
OAuthGen on their infrastructure, allowing for
complete branding and customization, ensuring a
seamless integration with existing systems and
enhancing brand identity.

5. Compliance Assurance: Stay compliant with data
protection regulations, including GDPR and CCPA,
with built-in features for data encryption, consent
management, and audit trails.
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Auth-gen

The definitive
of Identity.

oauth-gen

W E R
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Cyber Threat Intelligence
Traffic Light Protocols 5

TLP:RED @

Not for disclosure, restricted to
participants only

TLP: AMBER

Limited disclosure, restricted to
participants’ organization

TLP: GREEN

Limited disclosure, restricted to
the community

TLP: WHITE

Disclosure is not limited
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When should it be used?

Sources may use TLP:RED when information cannot be
effectively acted upon by additional parties, and could lead
to impacts on a party's privacy, reputation, or operations if
misused.

When should it be used?

Sources may use TLP:AMBER when information requires
support to be effectively acted upon, yet carries risks to

privacy, reputation, or operations if shared outside of the
organizations involved.

When should it be used?

Sources may use TLP:GREEN when information is useful for
the awareness of all participating organizations as well as
with peers within the broader community or sector.

When should it be used?

Sources may use TLP:WHITE when information carries
minimal or no foreseeable risk Of misuse, in accordance with
applicable rules and procedures for public release.

How may it be shared?

Recipients may not share TLP:RED information with any parties outside of
the specific exchange, meeting, or conversation in which it was originally
disclosed. In the context of a meeting, for example, TLP:RED information
is limited to those present at the meeting. In most circumstances,
TLP:RED should be exchanged verbally or in person.

How may it be shared?

Recipients may only share TLP:AMBER information with members of their
own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at
liberty to specify additional intended limits of the sharing: these must be
adhered to.

How may it be shared?

Recipients may share TLP:GREEN information with peers and partner
organizations within their sector or community, but not via publicly
accessible channels. Information in this category can be circulated widely
within a particular community. TLP:GREEN information may not be
released outside of the community.

How may it be shared?

Subject to standard copyright rules, TLP:WHITE information may be
distributed without restriction.
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https://www.cisa.gov/tlp

OXIQA

oxiga.com
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